13. BASIC FUNCTION OF POSITION

The Residential Security Coordinator (RSC) will be the principal liaison officer for all
residential security matters between Consulate employees and the Regional Security
Office. The RSC works closely with Consulate employees and the RSO to ensure that
the residential units meet existing residential security standards as identified in the
Security Standards Handbook (SSH). As Guayaquil utilizes a Housing Pool, the RSC
inspects residences, notes any security deficiencies and ensures that they are rectified
prior to the signing of any leases or the occupancy of any dwelling.

14. MAJOR DUTIES AND RESPONSIBILITIES % OF TIME
RESIDENTIAL INSPECTIONS 30%

The RSC conducts residential surveys of all prospective Mission residences prior to the
acquisition of any residence that will be directly or indirectly leased or purchased by the
USG or any member of this mission, in order to ensure that all residences meet DS
standards. At this Post, the RSC conducts ongoing on-site residential security inspections
throughout the year of all Post residential houses and areas. This will be done to
promptly address possible on-going and re-occurring security issues that need to be
addressed to ensure what upgrades are needed and ensure they have been installed in
accordance with all applicable regulations. These include both apartment and single-
family residences.  Single-family residences are much more complicated, time
consuming, and require a longer written report and usually more security upgrades. The
RSC then coordinates with appropriate sections of the consulate’s (GSO) craftsmen,
landlord (if applicable) and the alarm service, for the installation of security equipment
and alarms, ensuring that recommended upgrade work is scheduled, and done properly
before occupancy. Security upgrade recommendations may include but are not limited to
windows, doors, locking devices, grill work, alarm systems, security lighting, security
doors, and/or escape hatches.

The RSC assists the RSO in conducting physical security inspections of all USG
buildings (Peace Corps Office and other government leased housing and building) at least
every 5 years and provides written surveys that determine security upgrade needs and
recommendations to ensure they conform to DS standards.

The RSC serves as coordination to the Regional Security Office at the U.S. Embassy in
Quito. Unlike Guayaquil, Quito is an LQA.
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RESIDENTIAL LIAISON 20%

The RSC serves as a liaison between the U.S. Consulate employees, GSO, craftsmen, and
alarm company technicians, responding verbally and in writing on residential security
issues and questions. The RSC explains (generally in the host country language) the
security upgrades that they must provide and gives technical assistance and
recommendations to them regarding the installation of security equipment. The RSC
frequently assists in establishing agreements between the USG employee and the landlord
concerning occupancy that are not always specifically on security issues, but issues of
their safety and well-being. The RSC helps the Facilities Maintenance representative, the
tenant, and landlord identity possible fire, electrical, and plumbing hazards. The RSC
also advocates for the inclusion of child-safety issues and offers practical solutions to
accommodate USG families. These safety upgrades may include but are not limited to
“limit-open” devices on windows, protection on stairways, and open railings, and
insufficient protection at balcony edges.

The RSC liaises, as needed, with various building and neighborhood administrations as
well as local police and residential security services regarding various topics to include
new security procedures, recent criminal activity, and communal rules and regulations.
The RSC provides residential security expertise and advice to these various entities that
often lack professional residential security training. All of these meetings are usually
conducted in Spanish.

The RSC is the primary Consulate liaison with the alarm company. The RSC receives,
verifies, and prepares all procurement documents related to residential alarm services.
RSC coordinates appointments for alarm system installations, repairs, upgrades,
maintenance, and finally, the removal of the alarm system when tenant leaves. In
addition, the RSC prepares monthly reports to the RSO and Consul General (CG) of
personnel alarm usage per residence.

ADMINISTRATIVE WORK 20%

The RSC drafts written surveys, re-inspection reports, work orders, keeps a record of all
correspondence on security issues to and from USG employees, the alarm company and
the RSO office. Also prepares spreadsheets to manage a running inventory of alarm
components of each residence and keeps an alarm usage log based on reports from the
alarm company monitoring station.

The RSC maintains work files with all security related information on current and former
USG residences. Monitors arrivals and departures of employees to ensure mobile patrol
service is in place or terminated where required. Maintains a work completion/cost log,
recording security upgrade obligations incurred on each lease/rental holding and a current
listing of residence assignments noting equipment installed.
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The RSC oversees, plans, and manages the Residential Security budget and inventory.
This includes USG-owned residential security devices, safe-haven doors, Mylar SRWF,
motion-sensitive lighting, alarm systems, and related components.

RESIDENTIAL EMERGENCY PREPAREDNESS 15%

The RSC serves as the residential security link between the Regional Security Office's
overall Emergency Preparedness Program. This includes organizing the Neighborhood
Warden Program, taking GPS coordinates of all Consulates’ residences, and maintaining
the RSO's Emergency Contact Database. The RSC also tracks current TDY employee
levels and locations, usually local hotels, in case of disasters or emergencies.

OFFICE MANAGEMENT 15%

The RSC is based inside the space of the Regional Security Office. As such, the RSC
serves the primary back-up to the RSO Office Management Specialist to conduct routine
RSO business.

15. QUALIFICATIONS REQUIRED

a) Education: Completion of secondary school is required.

b) Prior work experience: Three years progressively responsible experience in
program management, office management, administrative management or
procurement is required.

c) On the job training: No specific post-entry training will be available other than
on-the-job training conducted by RSO and elements of GSO.

d) Job Knowledge: Must have a working knowledge of Consulate procurement
policy and other administrative procedures coupled with a general comprehension
of security guidelines relative to residential security.

e) Language: Spanish/ English Level 11 (good working knowledge) required.

f) Skills and Abilities: Basic keyboard skills and computer literacy on a variety of
software applications (MS Word, Excel, Access, etc) is required. Must have
strong interpersonal and communications skills. Ability to assess problems and
independently develop realistic solutions (e.g. how to plan for and administer
available funds and equipment) is needed.

16. POSITION ELEMENTS

a) Supervision Received: Incumbent will receive supervision from the Regional
Security Officer (RSO) and must be able to analyze his/her own workload and
adjust his/her schedule accordingly.

b) Available Guidelines: 12 Foreign Affairs Manual, Residential Security Program
Handbook and other post-specific policies.
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c) Exercise of Judgment: Incumbent must demonstrate sufficient judgment in
handling sensitive issues that he/she may have access to.

d) Authority to Make Commitments: None

e) Nature, Level, and Purpose of Contacts: Incumbent will meet with landlords
and may have to help negotiate security upgrade issues on behalf of prospective
tenants. Will have to coordinate with GSO section to ensure all security
inspection recommendations are acted upon.

f) Supervision Exercised: None

c) Time Required to Perform Full Range of Duties after entry into the position:
Within one year of assignment.
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